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NATURE OF THE CASE 
This is an appeal  pursuant to s. 230.44(1)(c),  Stats., of a discharge. The matter is 

before  the Commission on appellant’s motion to reinstate  filed August 02,  2002. This 

motion is based on allegations  that  respondent  failed to provide of due process  with  re- 

gard to the  pretermination  process and also acted  unlawfully by basing  the  discharge on 

surveillance  prohibited by s. 230.86, Wis. Stats. Both parties, through  counsel, have filed 

briefs and other documents. Most, but  not  all, of the  material  facts  are  undisputed. Ap- 

pellant  filed  with  his  brief a copy of the 216 page transcript of an unemployment insur- 

ance (UC) hearing  held  before an administrative law judge (ALJ) with  regard to whether 
appellant’s  discharge was for misconduct connected  with  his employment, and 17 other 

exhibits, some of which were part of the  record  before  the AU.’ Both parties appear to 
agree  that  the Commission can rely on the  transcript and the  exhibits  (other  than  the 

One of  these  exhibits is the A L J ’ s  decision  (including  findings  of  fact  and  conclusions of law) 
(Appellant 18). Because s. 108.101(1), Stats., provides  that  such materials are  inadmissible  in 
other  administrative  proceedings,  the Commission has given no consideration to this  exhibit. 
References in  this  ruling to the UC transcript  are  indicated  by “T ” References to exhibit num- 
bers correspond to the  exhibit numbers used  by  appellant,  although some of these documents also 
have the exhibit numbers used in the UC process. 
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A U ’ s  decision) as a basis for deciding  the  instant motion2, and the Commission has done 

so. 

FINDINGS OF  FACT 
1. Appellant had been employed by respondent  since 1974, most recently in 

the  classified  civil  service  position of Financial Management Supervisor, Bureau of Fiscal 

Services (BFS), Division of Management and Technology (DMT), Department of Health 
and Family Services (DHFS), with permanent status  in  class. Respondent terminated  his 
employment effective April 23, 2002. This termination was preceded by a process which 
included  the  following. 

2. B y  a letter  dated and provided to appellant  April 8, 2002 (Exhibit 3 at  p.1) 

he was notified of a pretermination  meeting  with  regard to respondent’s  assertion  that it 

had  “reason to believe  that you have engaged in excessive and inappropriate  use of the 

Department’s information  systems  resources,  specifically  Internet  sites.” He also was ad- 
vised he was suspended with  pay. At the  time he received  this  notice, he was given a Bu- 

reau of Information  Services (BIS) computer generated  report  (Exhibit 6) of his  internet 

activity. 

3. The first3  pretermination meeting was held  April 12,  2002. Appellant and 

his  attorney  attended,  as  well  as members of management Cheryl Thompson, BFS deputy 
director; Richard Kreklow, DMT personnel manager; and (for part of the  meeting) Randy 
Parker, Deputy Director of the Bureau of Personnel and Employment Relations. At this 
meeting,  appellant  admitted to the  activity  reflected  in  the  report, and explained  his  ac- 

tions,  saying “I had  gotten sucked in  gradually, and all of a sudden that it was  ovenvhelm- 
ing and that I was very sorry to have embarrassed the  department.” T., 131. Respondent’s 

Appellant  states  in  his  reply  brief  (at  p.2)  that  the Commission should make its  decision on the 
motion on the  basis  of  the  other documents  submitted,  including  the  hearing  transcript. In its 
brief in opposition to the motion (p. I), respondent also relies on these  documents:  “there is no 
statutory  prohibition on consideration  of the hearing  transcript,  portions of  which will be refer- 
enced  below. On the  issue of due process  in  this  case  before  the  Personnel Commission, the 
brief  and  exhibits  tiled on behalf of Mr. Kraniak  provide  the  evidence  demonstrating  that  suf- 
ficient  procedural  protections were  provided  by  the  Department.” 
As discussed  below, a second  pretermination  meeting was held on April 19.2002. 
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representatives  indicated  they  were  considering  discipline up to discharge, and advised 

they would be  getting  back to him. 

4. By letter  dated  April 18, 2002, respondent  advised  complainant  that a sec- 
ond pretermination  meeting  had  been  scheduled for the  following  day, with regard to the 
following  subject: 

W e  have reason to believe  that on Monday, April 8, 2002, you intention- 
ally  rendered  the two state-owned  computers in your  workstation  inoper- 
able. This activity  took  place  following a meeting  with  your  supervisors 
wherein you were  informed that you  were  under investigation for inap- 
propriate and excessive  use of the  Department's IT resources (i. e., inter- 
net  activity). There is reason to believe that you deleted  system  files (as 
well  as  other  files),  thus  eliminating  the  standard  desktop  configuration 
necessary to achieve  normal  operation.  In  order to restore normal  opera- 
tions,  both PC's will have to be  completely  re-imaged. The re-imaging 
process will destroy all current  data on the computer thus  rendering  the 
work-related  information  contained  in  these  computers  completely  inac- 
cessible to Bureau  of  Fiscal  Services  personnel. 

In addition, our investigation  reveals that you  downloaded  and.  main- 
tained  an  extremely  high number of non-work related  picture  files  (jpg 
files) on the  hard  drive.  (Exhibit 10) 

5. The April 19'h meeting was attended  by  complainant  and  his  attorney,  and 
by Cheryl Thompson, BFS deputy  director,  and  Richard Kreklow, DMT personnel man- 
ager. At the  meeting  there was a discussion of the  allegations  contained  in  the  April 18, 

2002, pretermination  letter  (Exhibit 10). Respondent's  presentation or explanation of the 

evidence it had with regard to appellant's  misconduct  identified  in  that  letter was essen- 

tially as stated  by  Cheryl Thompson at  the UC hearing: 
Q And in  that  meeting-the  purpose of that  meeting was what? 
A To give  John an opportunity to address  the  concern  that we had 
that  the  state computers  were  not  operable, which  were in  his  office, 
which  had  been  operable on the day that John left on paid  administrative 
leave. 

Q At that  meeting  did you present Mr. Kraniak with any  infor- 
mation? 
A Basically, w e  identified  what's  in  here  [April 18, 2002, letter  pro- 
viding  notice of second  pretermination  meeting  (Exhibit IO)], that  the 
computer was not  working. 
Q Any reports? 

*** 
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A I had no reports. 
Q Any-any files 0r-r computer explanations or documentation 
that would speak to why the computer wasn’t  operating? 
A No. 
Q So the  only  thing  that was presented to John [appellant] was the 
lettee [Exhibit IO]? 
A Basically  the letter and the  information  that w e  said:  the com- 
puter was not  operational and the  files were not  there. W e  said  that 
the  screen had been  blank, and that BIS, when they had tried to figure out 
what had happened with  the computer,  had indicated  that  the  files  neces- 
sary to make the computer work were not  there,  that  they had been  de- 
leted  off  the computer. 

6. At the  April 19‘h meeting,  complainant  produced a hand-written document 

(Exhibit 11) he  had  prepared  before  the  meeting. The nature  of  this document and the 

reason  for, and circumstances  surrounding its  preparation was essentially  as  stated  by ap- 

pellant  at  the UC hearing: 

Q What prompted you to create  that document? 
A I’d  spoken  with m y  attorney, who had  contacted  the  department 
concerning this meeting  and what the  nature  of  the  meeting was going to 
be. 
Q And this-why-Exhibit [Ill. Describe what is  in  there. 
A Well, this  basically  talks  about what Cheryl Thompson testified 
to very  recently  in  terms of a work-around. In-in  other words, the  alle- 
gation  is made that  the computer was disabled. This  gives you a tech- 
nique  for  accessing  the  information on the computer. 
Q And where did you come by that  technique, how did you arrive  at 
that technique? 
A Well, it’s  bas-your  basic Windows technique  that you would 
use a control,  alt,  delete command, which brings up something called  the 
task manager in Windows, and then from the task manager, you can  se- 
lect and execute  programs, which is  exactly what I did. T 135. 

Exhibit I 1  also  included  an  indication  that  there had  been a computer virus  alert  during 

the week of March 25, 2002, that might  have  played a role with  regard to the  problems 
with  the  primary computer. 

7 The April  19th  meeting  also  included  the  following  discussion,  as essen- 

tially  accurately  described  at  the UC hearing by Ms. Thompson: 

As set forth above, this document had been given to appellant the previous  day (April I@’). 
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Q What happened in  that meeting? What  was the  purpose of that 
meeting? 
A The purpose  of that meeting was to identify  that when w e  had 
tried to boot up the computer, that we could  not do it, and that  the  files 
had  been  deleted  off  of  the computer, that  they were rendered  impossible 
to boot  directly. 
Q W a s  M r .  Kraniak  asked  any  questions in  the  April 19Ih meeting? 
A About whether he did  that? 
Q About-well, was he asked that  question? 
A Yes, we asked  about it. 
Q And did he respond? 
A H e  gave a write-up  [Exhibit 111 that  described what he thought 
had  happened with  the computer 

*** 
Q Did he make any  admissions in  the  April 19Ih meeting con- 
cerning  the computer problems? 
A He said  that he  had  deleted  about 40 files  but  that  they were not 
system files. H e  said  that he had  had  problems  with  the computer previ- 

Q The 40 files  that he deleted,  did he explain when he  deleted 
them? 
A No. 
Q Did he explain why he  had deleted them? 
A That they would be an embarrassment. 
A And  was there any further  elaboration on that? 
Q I don’t  think so. T 94-95. 

8. The two computers in  question had  been examined prior to the  second  pre- 

termination  meeting  held on April 19, 2002, by  Ellen  Schuster, a BIS employee who 
worked as a computer troubleshooter  for  the  department. She has  been employed in  that 

capacity  for  about two and one-half  years and has  about 28 years  of  experience  in  the  in- 
formation  systems  field. She began this  project on April 16, 2002. She found  she  could 
not boot up appellant’s  primary computer. Her activities  at  that  point were essentially 
accurately  described  in  her  testimony  at  the UC hearing: 

ously. 

I obtained a set of emergency repair  diskettes and what they do is 
boot  the computer into  the DOS operating  systems so you can  view 
what’s on the  hard  drive. it did let m e  into what w e  call a C drive or 
the  hard  drive, and I was at  that time  able to look at  the  directory  struc- 
ture and try to identify what may be  causing Windows not to launch. I 
found that one of the main DLL [dynamic link  library  filel’s  for  the win- 
dows NT . was not  located  in  the file where it was supposed to be. It 
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usually  resides  under Windows NT/System 32, and it resides  in  there and 
when the computer boots  up, that  file  is a machine-level file  that tells the 
computer that it’s a Windows NT machine  and it boots up in  the Win- 
dows NT It’s one of  the  primary  system files. T 170. 

9. After  she made this  determination  she  copied a DLL from a diskette to the 
appropriate  place on the computer. She  was then  able to get into Windows and  found that 
there were other  system  files  missing. She also found a number of  non-work-related im- 

age files, which appeared to be family  related. 
10. She tried to repeat  this  process  with  the  secondary computer and was once 

again  able to reach  the C drive where she  discovered  the same DLL file was missing. 
However, after  inserting a copy of  the DLL file, she was unable to get  the computer to 
boot to Windows. 

11. Subsequently, on April 17Ih or lgth, she made screen  shots  of  the  structure 

of many of the  directories on the  primary  computer. 
12. O n  April 19, 2002, she was shown Exhibit 11, appellant’s  hand-written 

“work around” that he  had given to management at  the  pretermination  hearing  that had 
been  held  earlier  that day. She reached  the  conclusion  that  this  process would not  have 
been effective  prior to the  insertion of a copy of the DLL file, because  the  process  re- 
quired  the  use  of  the Windows operating  system which she  had  been  unable to access 

prior to the  insertion of a copy of the DLL file. 
13. She left  both computers in a secured room on the  departmental  premises. 

14. Respondent never  advised  either  appellant or his  attorney prior to the  ef- 
fective  date  of  the  termination  that  the computers were in a secured room and/or  that  they 
were accessible  for  inspection. Respondent also  never  advised either appellant or his at- 

torney  prior to the  effective  date  of  the  termination  of  the  activities  of Ms. Schuster’s  ac- 
tivities,  observations, or findings. 

15.  Appellant  had  consented to being  monitored  with  regard to his  internet 

a~tivities.~ 
16. Following  the two pretermination  meetings,  the  appointing  authority, 

Deputy Secretary Thomas E. Alt, acting  solely on the recommendation of  subordinate 

This point is not in dispute. See appellant’s  brief at p. 17 
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staff who were familiar  with  the  investigation  of  appellant’s  internet  activities,  effectu- 

ated  appellant’s  discharge  effective  April 23, 2002, by letter of even date  (Exhibit 2). 
This  discharge was based on appellant’s  alleged  excessive,  non-business  related  internet 

usage  while at work, including  accessing  pornographic  sites, and his  alleged  destruction 

of  system and other  files which rendered  his two computers inoperable  after he learned  of 
management’s investigation  of  his  internet  usage. 

17 Respondent earlier had reached  the  conclusion  that  while  there was just 

cause to have disciplined  appellant  because  of  his  inappropriate  internet  usage,  that mis- 
conduct  alone would not  have  justified a discharge. 

CONCLUSIONS OF LAW 
1. This  case is  properly  before  the Commission pursuant to s. 230.44(1)(c), 

Stars. 

2. Respondent has  the  burden  of  proof. 
3. Respondent has  not  satisfied  its burden  of  proof  as to the  provision  of due 

process  prior to appellant’s  termination,  with  regard to the  allegation  that he destroyed 
system files and rendered  his  computers  inoperable. 

4. Respondent did not  provide  appellant  with  adequate due process of law 

prior to his  termination  with  respect to the  allegation  that he destroyed  system files and 
rendered  his computers  inoperable. 

5. Respondent satisfied  its burden  of proof with  regard to the  illegal  surveil- 

lance  issue. 

6. Respondent did not  utilize  illegal  surveillance  in  the  process  used to ter- 

minate  appellant’s employment. 

OPINION 
The first  issue  before  the Commission is  the  question of  whether  respondent  pro- 

vided  appellant due process  prior to his  termination. In Cleveland Bd. of Education v. 

Loudemill, 470 U. S. 532, 545-46, 105 S. Ct. 1487, 84 L. Ed.  2d 494,506 (1985), the U. 
S. Supreme Court  addressed this  subject  as  follows: 
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[Tlhe  pretermination  “hearing,”  though  necessary,  need  not  be  elaborate. 
W e  have  pointed out that “[tlhe  formality and  procedural  requisites for 
the  hearing  can  vary,  depending on the  importance of the  interests  in- 
volved  and  the  nature of subsequent  proceedings.”  In  general, “some- 
thing  less”  than a full  evidentiary  hearing is sufficient  prior to adverse 
administrative  action. 

Here,  the  pretermination  hearing  need  not  definitively  resolve 
the  propriety of the  discharge. It should  be  an initial check  against mis- 
taken  decisions-ssentially, a determination of whether  there  are  rea- 
sonable  grounds to believe  that  the  charges  against  the employee are true 

The essential  requirements of due process,  and all  that respon- 
dents  seek  or  the  Court of Appeals  required  are  notice  and  an  opportunity 
to respond. The opportunity to present  reasons,  either  in  person or in 
writing, why proposed  action  should not be  taken is a fundamental due 
process  requirement. The tenured  public employee is entitled to oral or 
written  notice of the  charges  against him, an  explanation of the em- 
ployer’s  evidence,  and  an  opportunity to present his side of the  story.  (ci- 
tations  omitted) 

In Stare ex rel. Messner v. Milwaukee Co. Civil Service Commission, 56 Wis. 2d 
438, 444, 202 N. W 2d 13 (1972), the  Wisconsin Supreme Court  also  stressed  that due 
process is a flexible  concept: 

’ and  support  the  proposed  action. 

[Dlue process  is  not to be  measured  by  rigid  and  inflexible  standards. 
“The very  nature of due process  negates  any  concept of inflexible  proce- 
dures  universally  applicable to every  imaginable  situation.” The degree 
of procedural  rigor  required  in a proceeding  varies from one case to an- 
other  and  depends upon the  particular  facts and upon the  weight  to  be af- 
forded to private  interests as contrasted to governmental  interests  in  the 
circumstances.  (citations  omitted) 

In  the  instant  case,  appellant  does  not  dispute  the  adequacy of the  process  that  oc- 
curred  in  connection with the  first  pretermination  meeting on April 12, 2002. With re- 

gard to the  process  related to the  second  pretermination  meeting on April 19,2002, appel- 
lant’s  only  alleged  constitutional  shortfall is that  the employer failed to provide  “an ex- 

planation of the  employer’s  evidence”  as  required  by Loudemill, id. 
In making the above findings of fact,  the Commission has  relied on the  testimony 

of both  appellant  and  respondent’s  representatives. In the Commission’s view, there was 

little  dispute  concerning  the  factual  issues of what occurred at  the  April  19‘h  meeting and 
in  the  process  related to the  subject  of  the  meeting. However, there is a significant  ques- 
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tion  as to whether the  information  respondent  supplied to appellant was sufficient to en- 
able  appellant or an employee similarly  situated to the  appellant to effectively respond 
during  the  pretermination  process to the  charges  against him. In addressing  this  question 
the Commission must consider which party  bears  the burden  of  proof  as to this  particular 

question. 

Since this  is a discharge  case, we start  with  the  basic  principle  that  the  state  bears 

the  burden of proof on such  an appeal. Reinke v. Personnel  Board, 53 Wis. 2d 123, 137, 
191 N. W 2d 833 (1971). The  Commission has  applied  this  burden  not  only to the  core 

just cause  issue in discharge  cases,  but  also to the  subsidiary  issue of  whether the em- 

ployer  provided a pre-disciplinary  process  consistent  with due process. See, Brenon v. 
UW, 96-0016-PC, 2/12/98,  affirmed  other  grounds, Board of Regents v. Stare of Wiscon- 
sin Personnel Commission, 2002 WI 19; Reimer v. DOC, 92-0781, 2/3/94; Rentmeester v. 
Wis. Lottery. 91-0243-PC, 5/27/94. In all of these  cases  the Commission concluded in  the 

Conclusions  of Law that  the employing agencies had the  burden of proof on the due proc- 

ess issue,  although none of these  cases  discussed  this  issue. However, such  an allocation 
of the  burden of proof  appears consistent with  the general principle that  the moving party 

(i. e.,  here,  the employer, as  having  effected  the  discharge and deprived  the employee of 

his or her  property  interest in employment) has  the  burden of proof on all factual  issues, 
see Sfate v. McFarren, 62 Wis.  2d 492, 499-500, 215 N. W 2d 459 (1974); WPEC v. 
DMRS, 95-0107-PC, 5/14/96; and there do not  appear to be any particular  reasons to de- 
viate from the normal rule. In particular,  access to the  relevant  facts  are  not  peculiarly 
available to the  appellant. The Respondent knows as  well  as, or better  than,  the employee 

what process was actually  afforded  the employee. The particular question of whether that 

process would have enabled an employee similarly  situated to the  appellant to prepare a 
defense to the  charges  against him during  the  pretermination  process  appears to be at  least 

as, if not more available to the  respondent  than  the  appellant.6 

6 In the Commission’s  opinion,  an  objective test is appropriate,  but  if  respondent  could show 
that, even though the notice was defective from an  objective standpoint, appellant in  fact  could 
understand  the charges against him sufficiently to be able adequately to prepare a response at the 
pretermination meeting, then  arguably  there would not be a due process violation. Cf: Weibel Y. 
Clork. 87 Wis. 2d 696, 704-05, 275 N. W 2d 686 (1979) (in unemployment  compensation pro- 
ceeding  charges  per se provided  inadequate notice but no due process  violation where employee 
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In its  April 18, 2002, letter  providing  notice of the  second  pretermination  meeting 

(Exhibit IO), respondent  stated: 
W e  have reason to believe  that on Monday, April 8, 2002, you intention- 
ally  rendered  the two state-owned  computers in your  workstation  inoper- 
able. This activity took  place  following a meeting  with  your  supervisors 
wherein you were informed that you were under  investigation  for  inap- 
propriate and excessive  use  of  the  Department's IT resources (i. e.,  inter- 
net  activity). There is reason to believe  that you deleted  system  files  (as 
well  as  other  files),  thus  eliminating  the  standard  desktop  configuration 
necessary to achieve  normal  operation.  In  order to restore normal opera- 
tions,  both  PC's will have to be  completely  re-imaged. The re-imaging 
process will destroy  all  current  data on the computer thus  rendering  the 
work-related  information  contained in these  computers  completely  inac- 
cessible to Bureau of  Fiscal  Services  personnel. 

In addition, our investigation  reveals  that you downloaded and main- 
tained  an  extremely  high number of non-work related  picture  files  (ipg 
files) on the  hard  drive. 

In effect,  this  statement informs  appellant  of what tentative  conclusions  respon- 

dent  reached  as a result of its  investigation,  but it does  not  explain  the  specific  pieces  of 
evidence  respondent  relied on. Obviously, some of the  evidence upon which respondent 

depended is implied  by  these  allegations. For example, it is  implicit  that  the  person con- 

ducting  the  investigation for the  respondent  found  the  computers in an inoperable  condi- 
tion,  that she  found  evidence that some system and other  files were missing, and that she 

found non-work related jpg files on the  hard  drive. 

At the  April 19, 2002, meeting, some additional  information  about  the  evidence 
respondent  relied on was provided,  as  Cheryl Thompson testified  at  the UC hearing  in 
response to the  question  of  whether  the  April 18'h letter was the  only  thing  that had  been 

presented to appellant: 

Basically  the  letter and the  information  that w e  said:  the computer was 
not  operational and the  files were not  there. W e  said  that  the  screen 
had  been  blank, and that BIS [Bureau of Information  Services], when 
they had tried to figure  out what had happened with  the computer,  had 
indicated  that  the  files  necessary to make the computer work were not 
there,  that  they  had  been  deleted  off  the computer. T 110-1 11 

in fact knew why he had been tired and he was not prejudiced by the inadequacy of the charges). 
However. this was not  established here. 
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As Loudemill makes clear,  the  pretermination  process does not need to provide a 

full-fledged,  adversarial  evidentiary  hearing.  Related to this  is  the  point  that  the Louder- 

mill requirement  for an explanation of the  employer’s  evidence does not  require  that  the 

employer give him “complete  disclosure of all the  evidence  that was acquired  during  the 

course of the  investigation.” Reimer v. DOC, 92-0781-PC, 2/3/94 (emphasis  added) 
However, the  extent of this  disclosure or explanation  necessarily must be sufficient to en- 
able  the employee to have a meaningful  opportunity to contest  the  factual  basis for the 

proposed  action, andor to t r y  to show that for other  reasons  the  proposed  actions  should 
not be taken,  consistent with Loudemill’s basic  principles. The question, which presents 
some difficulty, is whether the  description  respondent  provided  complainant of what was 

found when the BIS accessed  complainant’s computers, provided  sufficient  information 
for complainant to have provided  the  kind of response  contemplated  by Loudemill. The 
record  before  the Commission does not provide a pellucid answer to this  question. 

Presumably due at  least  in  part on the  fact  that  the UC proceeding was not con- 
cerned  with  the due process  question  raised  by  the  instant  motion,  there was no testimony 

from Ms. Schuster  (the DHFS computer expert) or appellant  (or from anyone else for  that 
matter)  directed to the  question of whether the  information  respondent  provided  appellant 

was adequate to have given him a meaningful  opportunity to contest  the  factual  basis  for 
the  proposed  action,  and/or to try to show that  for  other  reasons  the  proposed  actions 
should not be taken. However, the UC hearing  record, and particularly  the  testimony of 

Ms. Schuster,  suggests  that  the  allegations  concerning  the  missing  files and complainant’s 

related  attempt to render  his computers inoperable  contained in Exhibit 10, the  April 18, 

2002, letter  providing  notice of the second  pretermination  meeting?  involve  technical 

computer matters, and that  the  letter  provides  notice of the  allegations or charges but does 

“We have  reason to believe  that on Monday, April 8, 2002, you intentionally  rendered the two 
state-owned  computers in your  workstation  inoperable.  This  activity  took  place  following a 
meeting  with  your  supervisors  wherein you  were  informed that you  were  under  investigation for 

is reason to believe  that you deleted  system  files  (as  well  as  other  files), thus eliminating  the 
inappropriate  and  excessive use of the  Department’s IT resources (i. e., internet  activity). There 

operations,  both PC’s will have to be  completely  re-imaged. The re-imaging  process will destroy 
standard  desktop  configuration  necessary to achieve normal operation. In order to restore normal 

computers  completely  inaccessible to Bureau  of Fiscal  Services  personnel.”  (Exhibit 10) 
all  current  data on the computer thus  rendering  the  work-related  information  contained  in  these 



Kraniak v. DHFS 
Case No. 02-0027-PC 
Page 12 

not  provide  an  “explanation  of  the  employer’s  evidence” as required  by Loudemill, 470 
U. S. at 546. 

Ms. Schuster  testified  at  the UC hearings  that  she  tried to boot up the  first com- 
puter,  but it did not boot  into  the Windows NT environment. She then  testified  as  fol- 
lows: 

I went with  option 1, which was the emergency repair  diskettes, and what 
they do is boot  the computer into  the DOS operating  systems so you can 
view  what’s on the  hard  drive. I don’t  believe I was successful on the 
first  attempt, so I tried it again and it did let me into what w e  call a C 
drive, and I was at  that time  able to look at  the  director[y]  structure and 
try to identify what may be causing Windows not to launch. I found that 
one of  the main DLL [dynamic link  library  filel’s  for  the Windows NT 
was not located  in  the  file where it was supposed to be. It usually re- 

sides  under Windows NT/System 32, and it resides  in  there and when the 
computer boots up, that  file  is a machine-level file  that tells the computer 
that  it’s a Windows NT machine  and it  boots  in  the Windows NT It’s 
one of  the  primary  system files. 

*** 
I wanted to get it into  being  able to launch Windows again so that w e  

could  use  the gooey [sic]  interface. It’s easier to look at it that way. So 
when I identified  that  that DLL as not in the System 32 file, I copied-I 
had a copy of a DLL on a diskette,  copied it to the  appropriate  place, re- 
booted  the computer and was able to get into Windows. 

Q When you first got access-got  possession of these  computers, 
did you do control, alt, delete to try to obtain  information? 

so you could  not do control, alt, delete. You would just get a blank 
screen. It was not-it wasn’t getting-the  operating  system was not 
launching. T 170-172.9 

Another part of the  record  that  suggests  that  the  April  18th letter providing  notice 

of  the  second  pretermination  meeting  (Exhibit 10) fails to provide an adequate  explana- 

tion of the employer’s  evidence is  the  handwritten document appellant  prepared on April 
181h (Exhibit 11) in response to the  notice  (Exhibit IO). This  “workaround”  explained 
how appellant  allegedly had been  accessing  the  first computer since March 29, 2002, 

*** 

A The state  that computer was in, it wasn’t  launching Windows, 

8 Appellant  did not have access to this or similar information prior to his termination. 

failed to launch Windows after she had inserted a copy of the same DLL file. 
9 She went through a similar process with the second  computer,  but,  unlike  the first computer, it 
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when  he said he  found the desktop was blank but was able to use the c o m m a n d  

ctrl+alt+delete to get to the “Task  Manager”  program  and  from there to the  applications 

necessary for his job. However, a prerequisite  for the  operation of this “workaround” is 

that the W i n d o w s  operating system  be operational, which  was not the case when Ms. 
Schuster came into possession of the computers  on April 16, 2002. Without  Windows, 

the c o m m a n d  ctrl+alt+delete  is non-functional, and this document addresses a situation 

that  is not material to the circumstances actually encountered by the respondent in the 

person of Ms. Schuster. 
Without  any explanation in the record from Ms. Schuster of  whether the  notice re- 

spondent provided to appellant should have enabled either  appellant, or an  employee 

similarly  situated to appellant, to know  and understand the charges against him in order to 

have a meaningful opportunity to contest  the  factual  basis  for the proposed action, or  to 

try to show that  for  other reasons the proposed actions should not be taken,  the Commis- 

sion concludes respondent has not satisfied  its burden  of proof on this  issue, and the ter- 

mination must  be rejected on  due process grounds. However, the Commission concludes 

that  appellant’s  other arguments attacking  the  validity of the  pretermination process are 

not well-founded. 

Appellant contends respondent violated due process by destroying evidence that 

presumably would play a role  in  his defense. H e  states DHFS “had already destroyed the 
evidence at issue  three days before  the Department requested M r .  Kraniak to respond to 

its allegations. T h e  Department,  by reformatting  the computers, not only wiped out  the 

evidence but also all opportunity for Mr. Kraniak to vindicate  himself.” (Appellant’s 

brief, p. 12) This  argument appears to have been based on the statement in the April 18, 

2002, pre-termination  notice that “[iln order to restore normal operations, both PC’s will 

have to be completely re-imaged. T h e  re-imaging process will destroy a l l  current data on 

the computer thus rendering the work-related information contained in these computers 

completely inaccessible to Bureau of Fiscal Services  personnel.”  (Exhibit 10). However, 

there is n o  evidence this occurred (other than to the  extent  appellant himself is alleged to 

have destroyed files);  rather, Ms. Schuster testified  the computers  were  and  have re- 
mained secured. In  his  reply  brief,  appellant argues: 
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The respondent  claims  that  the  “repair”  disks  used to gain  access to the 
information on the computer did not  alter  the system files. Employee 
testimony  contradicts  this  assertion and also  reveals  that  the Depart- 
ment’s technical  staff never  applied M r .  Kraniak’s work-around tech- 
nique  provided at  the  pretermination  meeting  because  they  had  previ- 
ously  altered  the computer’s  systems with  the  repair  disk.  Staff  also  tes- 
tifies  that  they looked  for  the  missing  system  file  only  after  they had al- 
tered  the computer  equipment changing its  original  state. (Tr. 67-70, 184- 
182 [sic], 192) 

The respondent  attempts to mitigate  its  actions by explaining  that  the 
computers are  in  their  original  state because  they were not  “re-image[d]” 
and therefore  the Respondent did  nothing wrong to the  evidence. The 
Department’s  argument is simply  disingenuous-it changed, replaced,  al- 
tered,  deleted or reformatted  the  system  files  in  question,  the same sys- 
tem files it accuses Mr. Kraniak  of purposefully  destroying. Any inde- 
pendent  evaluation  of  the computer  equipment prospectively  is  futile. 
Had the  respondent  applied M r .  Kraniak’s work-around procedure  before 
altering  the computer  equipment when it commenced its second investi- 
gation, it would have  found its assumptions  regarding  his  conduct to be 
erroneous.  (Appellant’s  reply  brief,  p. 4) (footnote omitted) 

There simply  does not appear to be  anything  in  the  referenced  testimony  that would pro- 
vide a factual  basis for appellant’s  contention.  Rather, Ms. Schuster  testified  that 
“[wlhen I received  the computers into m y  possession, I found the system files were not 
there’ (T 192). and “in the  state  that I received  the  computers, you could  not  use  this 

method [appellant’s  “work-around”] to get to the-to  the  applications.” (T. 185) 
Appellant  also  argues  that he was denied due process  because  the  decision-maker 

in  the department  (Deputy  Secretary Thomas E. Alt) was biased: 
Department  employees testified  that  the  ultimate decision-maker, 

the Deputy Secretary,  based  his  termination  of  [sic]  staff recommenda- 
tions, recommendations based on factual  findings  not  supported  by  the 
evidence.  Therefore,  the  decision-maker is  necessarily  biased  in  fact to 
the  degree  that  erroneous  staff recommendations thwart Mr, Kraniak’s 
constitutional  rights. 

There is no evidence that  the decision-maker did  anything  other 
than follow staff recommendations.  Testimony reveals  the  decision- 
maker  was several  levels removed from the  investigation and the  evi- 
dence (Tr. 102). B y  failing to review  the  evidence  independently  of  staff 
conclusions and relying on fatally flawed  evidence,  are  [sic]  special  facts 
and circumstances to demonstrate that  the  risk of unfairness was intol- 
erably  high.  (Appellant’s  brief,  p.  15) 
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Laying to one side  the  question of whether due process  requires  the  decision 
maker involved  in  the  pretermination  process to be impartial when the  termination is fol- 

lowed by a full contested  case  administrative  hearing  before an impartial body (like this 

Commission),lo appellant  cites no authority  for the proposition  that an appointing  author- 
ity cannot rely on the investigation of subordinate  agents.” If the subordinate  agents  re- 
lied on “fatally flawed  evidence”  as  appellant  contends, this would not run to bias or im- 
partiality on the  part of the  appointing  authority,  but  rather to the substantive  merits of the 
ultimate  conclusion  that was reached. 

Appellant also argues that respondent’s  process  puts the employer in  violation of 
s. 230.86, Stats., which prohibits  “any  disciplinary action based  in whole or in  part on 
wiretapping,  electronic  surveillance or one-way mirrors  unless that surveillance is au- 

thorized  by the appointing  authority and is conducted in accordance with the  rules prom- 
ulgated  under s. 16.004(12).”12 Appellant  contends that respondent’s  reliance on reports 

of appellant’s  internet  activity  generated by a software  application  constitutes  electronic 

surveillance. 

Section 230.86 does not  define  “electronic  surveillance.” The dictionary  defini- 
tion of “surveillance”  is: 

I: close watch kept  over one or more persons:  continuous  observation of 
a person or area  (as to detect developments, movements or activities) 
<place a suspected  person  under  police  surveillance>  <surveillance of air 
activity by radan 2:  close and continuous  observation for the purpose of 
direction,  supervision, or control  <club  facilities  are conducted  under 
close  surveillance of the U. S. Forest  Service > <place  the  disputed 

lo Appellant  cites Baldwin v. LIRC, 228 Wis. 2d 601,599 N. W 2d 8 (Ct. App. 1999), which did 
not  involve a pretermination  process  but a hearing on the merits before a worker’s  compensation 
administrative law judge who allegedly was biased. Compare Walker v. City ofBerkeley, 951 F. 
2d 182, 184 (9” Cir. 1991) (failure to provide  impartial  decisionmaker  at  pretermination  stage  is 
not denial of due process as long as there is impartial  decisionmaker  at  post-termination  hearing), 
and England v. DOC. 97-0151-PC. 9/23/98 (Loudemill standard  does  not  support  employee’s 
due process  claim  that  employer  failed to provide  impartial  decisionmaker at pretermination 
hearing), wirh  Fofana v. DHSS. 90-0210-PC, 6/28/91 (constitutionally  adequate  pretermination 
hearing  requires  an  impartial  decisionmaker). 

violation from inability to present  case  before  ultimate  decisionmaker). 
‘I See, e. g., Riccio v. County ofFairfax. 907 F. 2d 1459, 1466 (4” Cir. 1990) (no due process 

‘2 No such rules have been  promulgated. 
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temtory  under UN surveillance> (WEBSTER’S THIRD NEW 
INTERNATIONAL DICTIONARY 2302 (1981)) 

BLACK’S LAW DICTIONARY 1459 (7* Ed. 1999) has a similar  definition of “surveil- 
lance”.  “Close  observation or listening of a person or place in the hope  of gathering evi- 

dence.”  Neither of these  definitions  appear to include  respondent’s  activity of compiling 

a record of internet usage on a state-owned computer located and used on state  property.I3 

Appellant also relies on criminal  statutes  prohibiting  the  “[ilnterception and dis- 

closure of wire, electronic or oral communications.” S. 968.31, Wis. Stats. He argues: 
Sec. 968.31(2)(9), Wis. Stats.,  defines  Intercept: 

“Intercept” means the  aural or other  acquisition of the con- 
tents of any wire,  electronic or oral communication through 
the use of any electronic,  mechanical or other  device. 

There is no qualification  as to when the communication is  inter- 
cepted,  obtained or accessed.  Furthermore,  the  fact  that M r .  Kraniak 
granted  permission to be monitored is wholly irrelevant  because  elec- 
tronic  monitoring  contrary to state law is  strictly  prohibited.  Section 
968.31(2)(c), Wis. Stats.,  requires  [sic]  that it is not  unlawful, 

For persons  acting  under  color of law to intercept a wire, 
electronic or oral communication where the  person is a 
party to the communication or where one of the  parties to 
the communication has  given  prior  consent to the  intercep- 
tion  unless  the communication is  intercepted  for  the pur- 
pose of committing any tortuous or criminal  act  in  violation 
of the  constitution or laws  of the  United  States or any state 
or for the  purpose of committing any other  injurious  act. 

Evidence collected  pursuant to monitoring activity performed in 
the  absence of required  administrative rules mandated by statute, and ex- 
pressly  forbidden  by  the  legislature to be  used for  disciplinary  purposes, 
is an illegal and tortuous  act. 

13 Robbi Murphy, an  employee in  respondent’s  personnel  operation,  described  the  process  as 

ployee  has  used  the  system  for. It is not  as  though  while  an  employee is  sitting  at  their computer 
follows: “it is not real  time  monitoring, it is a snapshot. It’s a historical  record of what  an em- 

accessing,  that  something  is-is making reports  off of that.  It-the  software  goes  out  and  takes 
from our record  that ID and the  sites  that  they made, and  then  the  computer  takes all of the 

matches his  log-in to the  sites and puts  together a repon.” T 74. 
internet  activity in the department,  and 1 say ‘show me what  John J. Kraniak was doing,’  and it 
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Evidence illegally obtained  should be disregarded in  its  entirety, 
similar to the  principles  applied  in  criminal  proceedings where evidence 
is suppressed when collected  illegally. Otherwise, a state agency will be 
free to violate  the  legislative mandate to protect employees in  the work- 
place.  (Appellant’s  brief,  p. 17) 

Laying to one side  the  appropriateness of interpreting s. 230.86, Wis. Stats., by 
reference to s. 968,31(2)(c), Wis. Stats.14,  this argument is unpersuasive.  Section 

968.31(2)(c) provides  that it is not  unlawful to intercept an electronic communication 

“where one  of the  parties to the communication has  given  prior  consent to the  intercep- 
tion.” Since  appellant concedes he gave prior consent to the  interceptions of electronic 
internet communications on respondent’s computer and internet  connection,  the  intercep- 
tion  is not illegal unless used for committing a criminal or tortuous  act or other  “injuri- 

ous” act. This does not  describe  the  context of this case unless one assumes that respon- 
dent’s  action of accessing  the  record of appellant’s  internet usage constitutes  “surveil- 

lance”  under s. 230.86(1), Wis. Stats. However, as  discussed above the Commission 
concludes that what occurred  did  not  constitute  “surveillance”  as  used  in  that  statute. 

Furthermore, s. 968.31(1)(a), Wis. Stats.,  is not  violated  unless  there is an inter- 

ception of an electronic communication. “Electronic communication” is defined  as  the 
transfer of material wholly or partially by “wire, radio,  electromagnetic,  photoelectronic 

or photooptical  system.” S. 968.27(4), Wis. Stats. Assuming arguendo that  this  defini- 
tion comprehends what happens when a user accesses  the  internet,  the  record  reflects  that 

respondent  did not intercept  this  transmission when it occurred,  but  rather  the  software 
compiled the  internet usage  information from the  data  stored  in  the computer (presumably 

on the  hard drive). This does not fall  within  the  proscription of s. 968.31(1)(a), Wis. 

14 In his  reply  brief at p. 8, appellant asserts that the  “definitions  cited  in  Appellant’s  brief  in- 
clude the wiretapping  statutes  because  they are applied in comiry with sec. 230.86, Wis. Stats.” 
(emphasis  added)  “Comity” is defined as “Courtesy among political  entities (as nations, states, or 
courts  of  different  jurisdictions),  involving  esp. mutual recognition of legislative, executive, and 
judicial acts judicial comity. The respect a C O U ~  of one stale or jurisdiction shows to an- 

LAW DICTIONARY 261-62 (7” Ed. 1999) 
other state or jurisdiction in giving effect to the  other’s laws and judicial  decisions.” BLACKS 
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Stats., which prohibits  interception of an electronic communication, but does not  extend 

to the  records of such  communications.’5 

ORDER16 
Respondent’s action of discharging  appellant  is  rejected on due process  grounds, 

and this  matter  is remanded to respondent for restoration of appellant with back pay and 
benefits, less any mitigation,  pursuant to s. 230.43(4), Wis. Stats. 

Dated: 0 cc a Lf ,2002. 

RE, Commissioner 

I= Le 
KELLI THOMPSON, Comn&sioner 

Parties: 
John J. Kraniak 
1105 North Wingra  Drive 
Madison, WI 53715 

Phyllis Dub’e 
DHFS Secretary 

P~ 0. Box 8861 
1 West Wilson St., 6” Floor 

Madison, WI 53707-7850 

l 5  This  provision  can  be  contradistinguished  from  the  definition  of ”wire communication”  which 

definition of “electronic  storage” is limited to “temporary,  intermediate  storage  incidental to 
includes the electronic  storage  of  an  aural  transfer. S. 968.27(17), Wis. Stats.,  although  even  the 

the  electronic  transmission  thereof,” s. 968.27(8)(a), Wis. Stats.. or “storage  by  an  electronic 
communication service for purposes  of  backup  protection  of  the  communication,” s. 
968.27(8)(b), Wis. Stats.,  as opposed to more  permanent  storage  not  fitting  within the parameters 
of  these  subsections. 

for  costs  pursuant to s. 227.485, Wis. Stats.  Notice of this process will be  promulgated  sepa- 
l6 This  order is being  issued on an interim  basis to allow for the possible  submission of a motion 

rately. 


